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Enroll JU phone (iPhone) in
Intune/MDM

e Preparations:

o N.B! Before you start the enroliment, you will first have to set up MFA
according to the manual MFA — English — (version/date), that you can find
here: https://ju.se -> IT Helpdesk -> FAQ/Manuals -> search for “MFA".

o Deactivate TouchlID for iTunes and App Store; Settings -> Touch ID &
Passcode -> turn off iTunes and App Store.

il Tele2 B 00:33 -

{ Settings  Touch ID & Passcode

o
)

USE TOUCH ID FOR:

iPhone Unlock

[ iTunes & App Store

Apple Pay

ol le

Password AutoFill

FINGERPRINTS
Finger 1

Add a Fingerprint..

Turn Passcode Off

Change Passcode
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Enroll the device
e Open App Store and look up and install the app Intune Company Portal.

e Open Intune Company Portal and log in with your email address and password.
Since multifactor authentication (MFA) is enabled on the account, you will have to
confirm the login on the device that you have configured MFA on.

all Tele2 = 13:23 * -y

@ company portal

Intune Company Por... Microsoft Intune
*hhk

B2 Microsoft

- Signin
ENEN O © =
o= B~ ¢ = = {Stelan,Kindh@Ju‘ss

CEmEEmE =

Next

Sign in from another device

gr‘;"s't";}’;’;rtyal"; ”‘;e v Can't access your account?
X5 e it

Q oft  Terms of use

Updates Search

@ App Store wtl T 10:23 * -

Not Office 365 (7)

|i JONKOPING UNIVERSITY Wb sonkorie universiTy

louice wallin@ju.se

More information required
Use your JU e-mail address and password
Your ization needs more it ion ta
keep your account secure

louice.wallin@ju.se

Use a different account

Problems signing in to your account?
Contact IT Helpdesk.

U Service description and privacy policy
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Tap Begin to start the process to grant the device access to the JU resources.

Read the information about what the JU administrators can and cannot see when the
device is enrolled. Tap Continue.

The next screen will show information about what will happen during the installation.
Tap Continue.

Joénkoéping University

What can Jonkoping What's next?
University see?
Set up Jonkoping v 1. Allow download of
Universitv access ® Jonkoping University can never see: Managsmsotbrofil
« Call and web history Your browser will open and ask you to allow the
S D T G S . CEEss aT o Emailland text messages download. Itll be saved in your Settings app.
email, devices, Wi-Fi, and apps for work. + Contacts and calendar 2. Allow redirection to the
= Passwords Company Portal
You will need to: « Photos

After the profile downloads, we'll redirect you
PR . .. back to the app and walk you through installing it
‘ Jénképing University may see: so you can finish setting up your access.

Get your device managed )
» Model and serial number

1. Jbnképing University requires you to install a

Management Profile to secure your device. = Operating system Learn more about what happens next
+ App names
Update device settings « Owner and device name
1. Jénképing University might need you to take = Phone number for corporate devices
action, like setting a passcode. « Device location for lost corporate devices
Learn mare

You are now being redirected to Safari where you have to tap Allow in order to
download the Management Profile.

Tap Close when the Management profile is downloaded.

Tap Open to open the Company Portal again.

B Comp Portal sl = 14:06 =] @ comp Partal wil T 09:45 (=]

& portal. manage.microsoft.com & & portal. manage.microsoftcom &

Profile Downloaded
Review the profile in Settings app if
you want to install it.

This website is trying to download a
configuration profile. Do you want to
allow this?

Open this page in "Comp Portal"?

Cancel Open

Ignore  Allow Close
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¢ The Management Profile has to be installed manually:
e Open Settings

e Tap Profile Downloaded.

Safari all = all Tele2 = 14:08 m

{ Back

Settings

You'll need to install the
Management Profile to

continue Louice Wallin
1. Find the profile in Settings Apple ID, iCloud, iTunes & App Store

‘You may see an option to Install Downloaded
Profile at the top.

Reminders App Store

Otherwise you can find the downloaded Finish Setting Up Your iPhone °
Management Profile Under Settings > General =
Profiles. [ Profile Downloaded

Don't see the profile? Download again.

2.Install the profile .
P Airplane Mode
Select Install Profile on the Management Profile
that you downloaded. Tap through several i0S

screens to complete the installation. Wi-Fi eduroam
3.0pen the Company Portal app again to Bluetooth On

complete setup

Y| Mobile Data
See detailed instructions

Personal Hotspot off

(0]

Alreadly installed the profile?

Continue

B3
.

Matiinatiana

e Tap Install and enter your passcode, then tap Install once more.

14:08 all Tele2 14:08 (=]
Cancel Install Profile Enter Passcode Cancel
ﬁ Management Profile
Signed by 10SProfileSigning. manage.micrasoft.com
Verified o Enter your passcode
Deseription  Install this profile 1o get aceess ta your
company apps O] @) (@lNE) Oe)
Contains Device Enrolment Challenge
More Details
Remove Downloaded Profile
ABC DEF
GHI JKL MNO
7 8 9 Install
PQRS TUV WXYZ

0 ') Cancel
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e Tap Install followed by Trust on the dialog box that shows, and then tap Done on the

next step.

all Tele2 & 14:08
Cancel Warning I Install I

ROOQT CERTIFICATE

Installing the certificate “Microsoft Intune
Root Certification Authority” will add it to the
list of trusted certificates on your iPhone.

MOBILE DEVICE MANAGEMENT

Installing this profile will allow the
administrator at "https://
i.manage.microsoft.com/
DeviceGatewayProxyfioshandler.ashx” to
remotely manage your iPhone.

The administrator may collect personal data,
add/remove accounts and restrictions, install,

manage and list apps, and remotely erase
data on your iPhone.

below.

il Tele2 T 14:00

g

¢ General  Device Management

MOBILE DEVICE MANAGEMENT

Management Profile
Jonkaping University

Remote Management
Do you trust this profile’s source to
enrol your iPhone inte remote
management?

Cancel
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il Tele2 14:08

£ Profiles Profile Installed I Done I

Management Profile
Jonkoping University

Signed by 108PrefileSigning.manage.microsaft.com
Verified +"
Deseription Install this profile to get aceess 1o your
company apps
Contains Mobile Device Management

Device Identity Certificate
2 Certificates

More Details

When the Management Profile has been installed, it should look like in the picture
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Tap Manage or Install on the dialog boxes that shows. The managed apps will now be
downloaded.

Managed apps (that will be installed/downloaded on the device): OneDrive, Outlook,
Authenticator, Blustar, AIP Viewer, JU Mobile and Teams.

When you have tapped Install and/or Manage for all the managed apps, the device
should be enrolled, and you should see You're all set! (as shown in the second
picture). Tap Done.

App Installation

"i.manage.microsoft.com” is about to

install and manage the app "Microsoft

OneDrive” from the App Stare,
Your iTunes account will not be
charged for this app.

Cancel Install

Jonkoping University

You're all set!
You should now have access to your email,

devices, Wi-Fi, and apps for work.

Get your device managed

o Jonkoping University requires you to install a
Management Profile to secure your device.

Update device settings
Jonkoping University might need you to take
action, like setting a passcode.

Learn more about device setup

Done

The phone is now ready. In the Comp Portal app, you can see your devices and also
manually start a synchronization; Open Comp Portal, go to Devices and select the
device you want to sync and then select Check Settings to check that the deviceis In
compliance.

Featured Apps

LW jobbtele . . i
‘ ‘ iPhone 7 Device Settings Status In compliance
[ Check Settings ]

View All

Azure Cisco Jonkd)
Information AnyConnect Univer
Protection

Recently Published View All Apps

m Ut PowerPoint
(2)sr

More

Jonkdping University Louice's iPhone

Devices

LW iPhone 6 test
This is the iPhone 6 that
you're currently using. RENAME o

Last checked: 18 Jan 2019 at 10:38

Manufacturer Apple
Model iPhone 7
Operating system i0s

D ® P - @ 3 ® @ -

apps Devices Suppart  Motifications More Apps Devices Support  Natifications Mare
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Configure Outlook

You can skip the Outlook configuration if you intend to only use the native
mail/calendar on the device.

e Open the Outlook app and tap Add Account (you will have to enter your JU email
manually if it's not showing like in on the second picture). You can now add additional
email accounts, select Maybe Later if you don't wish to do this.

o A message is showing, saying that the organization is now protecting the data. Tap
OK - the Outlook app will close and you will have to open it again).

A = 13:30 NoSIM = 13:30 —
‘ @ O w 1 Account Found
Tips Podcasts  Find iPhone  Find Friends
) a
@ LouiceWallin@ju.se
Office 365

Contacts Files h Utilities

£13

CompPortal  Outlook OneDrive

Authenticator  Blustar AIP Viewer  JU Mobile,

Teams

Your organization is now
protecting its data in this
app. You need to restart the

i
=
9

app to continue.

OK

Add Account

Skip

Privacy & Cookies

e Anew feature in Outlook is Focused Inbox, that divides your inbox into two folders;
Focused and Other. If you do not want this feature, you can turn it off by tapping on
your picture/Inbox in the upper left corner, followed by the cogwheel in the lower left
corner and then disable Focused Inbox.

No SIM = 3:35 all Tele2 5 1:55 -+

Inbox E4 ‘ Office 365 X Settings

louice wallin@ju.se

Favourites z U
e S A Notifications
ABC - DOC - English 1] e @ Inbox B
Mvh, Stefan Kindh IT Arkitekt IT-Service Default louicewallin@ju.se
JONKOPING UNIVERSITY PHONE +46 (0)36 1.
I )
() Inbox 1
Stefan Kindh 2019-04-08 Signature Get Outlook for i0S
ABC-PDF - English ] ) ) 7
Muh, Stefan Kindh IT Arkitekt IT-Service = ke Swipe Options Set Up / Archive
JONKOPING UNIVERSITY PHONE +46 (0)36 1..
) ) slandat [ Focused Inbox (7) l
Stefan Kindh 2019-04-08
DOC - Swedish 0 ) Organise by Thread o
Mvh, Stefan Kindh IT Arkitekt IT-Service 5] Kalix Tele24 ¢ 4
JONKOPING UNIVERSITY PHONE +46 (0)36 1.
= mmmia Calendar
Stefan Kindh 2019-04-08
PDF - Swedish 1} . Notifications
Mvh, Stefan Kindh IT Arkitekt IT-Service [ Ms-migrering
JONKOPING UNIVERSITY PHONE +46 (0)36 1. Time to Leave
= ramete
Stefan Kindh 2019-04-08 Default Calend.
DOC - English 1] alendar
Mvh, Stefan Kindh IT Arkitekt IT-Service [ sess
JONKOPING UNIVERSITY PHONE +46 {0)36 1... @ Week Start Monday
\
5 Tele2

| ena Winald Maller 2019-04-08
— O = @ Integrations And Add-Ins
L (i) Telefoni - blandat

Al A

I}
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Configure native mail

e |f you want to use the native mail app, you will first have to enter the password for
your JU account.

Password Required

Enter the password for the Exchange
account “JU Office365 Email”

Cancel

g w e r tyuiop
S8 N G R R A A
¢z X cvbnm®

7123 space return

Configure other JU distributed apps

e Enter your JU e-mail address to log in to OneDrive and Teams.

all Tele2 = 13:01 %

Microsoft Teams

Sign in using work, school or
Microsoft Account.

louicewallin@ju.se

Signin

Get help with signing in
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BluStar/CMG Web: Use your landline extension and the password that you selected
for your BluStar login.

all Tele2 F 13:01 ¥ T
& Jonkoping University ()
CMG Web
Phone number
1136
Password

asse

@ Remember me

O m o

JU Mobile: Enter your JU username and password to log in.

ul Tele2 = 13:04

Account

User name: waloui

Password: sssssssssss

Sign in with your user account from
Jénkdping University. Your password
is not saved but used only once to
ensure your user name.
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VPN/AnyConnect: Install Cisco AnyConnect from the Company Portal app:

o Open Company Portal

o Tapon Cisco AnyConnect.

o Tap Install on the dialog box that shows.

Jonkoping University

Apps e
5 w
This is the new AnyConnect application for X
Featured Apps Viewal  Aeeeios e o st
Please report any questions to ac-mobile-f... install and manage the app *Cisco

AnyConnect" from the App Store.

Your iTunes acsount will not be
Show More... charged for this app.

o)

Size 0 bytes
ure Cisco Jonkoéping
ormation AnyConnect University Date published 12 Apr 2019
stection
Device management No
Recently Published View All Apps required
' Microsoft PowerPoint MORE APPS IN
H e M = 5 e [ -
Devices Support  Notifications Mors hppe Devices Support  Motifications More
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VPN/AnyConnect: VPN might be needed to access some of the services at JU.
AnyConnect has to be configured the first time you connect to JU via VPN. Open
AnyConnect and select Connections followed by Add VPN Connection. Enter a
description for the connection and then enter the server address vpn.hj.se. Tap Save
followed by Allow.

AnyConnect & AnyConnect VPN Connections Cancel Add VPN Connection Save

ﬂ WIRTUAL PRIVATE NETWORK

AnyConnect VPN \ Add VPN Connection... Description JU
Connections No Connections Server Address  vpn hJ,;F#
Details Disconnected Advanced
qwer r tyui op

€i1sco B Bl Gs . B ]
ﬁ fe [+ (i ﬁ 3 [+ (i ] 123 @ / com

To start a VPN session, turn on AnyConnect VPN and enter your JU username and
password and then tap Done. A VPN icon will show in the upper information bar as
long as you are connected.

AnyConnect Cancel Authentication Connect AnyConnect

& VIRTUAL PRIVATE NETWORK & VIRTUAL PRIVATE NETWORK
AnyConnect VPN ( Username: waloui AnyConnect VPN O
Connections Ju Password: sessreasaes Connections Ju
Details Disconnected Details Connected

oV~ e s £ £ Y .
mmin 123 o | ’ & e
CIsco " ! " N cisco
ﬁ *f! u o ABC space ﬁ Q n o
Ham 4 Gisgnost t Hom ' Disgnosti t

11(12)



-
JONKOPING UNIVERSITY

How to remove a device from Intune/MDM

If you experience any issues with the phone, it could be a good thing to remove it and
add/enroll it again.

e Open the Company Portal and go to Devices.

e Select the device that you want to remove and tap on the icon with the three dots.

Joénképing University LW jobbtele

Devices

LW jobbtele .
This is the iPhone 7 that
you're currently using. RENAME 0

LAPWALOUI-1802

HP EliteBook 840 G5

Device Settings Status In compliance

Check Settings

Louice.Wallin_Androi
d_3/22/20191:59.. © Last checked: 12 Apr 2019 at 11:16
SM-G920F
Manufacturer Apple
Louice's iPhone Model iPhone 7
iPhane 7
Operating system i0s

(—
E(CLD)ye P E L4 e P
Apps Devices Support Notifications More Apps Devices Support Notifications More

e Tap Remove Device followed by Remove.

Remove Device
If you remove this device, it will no
lenger be listed in the Company Portal.
Removing this clevice might alsa
remeve access to email and company
resources.

Remove

Learn More

Cancel

Remove Device

Factory Reset

Cancel

N.B! When you remove the device the Company Portal app will stop working and the
screen will turn black. You will have to double tap the home button and manually
close the app.
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